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With the popularization of computers, networks gradually into millions of 
households, there is a growing demand for more and more online shopping, online 
payment for more and more favor. As for the online payment also have higher safety 
requirements. Internet banking because of easy to use, fast, low-cost, all-weather 
advantage, let more and more accepted by the majority of users. At present, China 
small and medium commercial banks, including city commercial banks and rural 
commercial banks and some foreign banks, a large part of commercial banks have or 
are building online e-banking system but to no use of PKI technology to improve their 
own third-party payment, must Most online banking users are still using the "user 
name + password" means of identification, Internet users to pay the client and 
third-party server-side interaction in the information technology security measures 
had not been on the Internet in clear text transmission of business data in third party 
payment stored procedure without any rigorous technical means to ensure data 
authenticity, integrity, tamper resistance, which gives to steal bank account numbers 
and passwords online banking fraud has created an opportunity and a Trojan virus, 
fake banking websites, fake shopping websites, the crux of the case frequently.  
In order to establish a security system to provide users with a unified, secure 
authentication services, and business systems to achieve single sign-on, allowing 
users to log on using a safety after the relevant policy rules based on system resources 
to access services without having to re-enter the business thick velvet system user 
name / password information. Since deployment of business systems are independent 
and run on different platforms. Therefore, to ensure that business systems can 
independently solve the reunification under the premise of identity authentication, 
single sign-on issue, this article provides the following tasks to complete  
1. Multiple business systems to achieve single sign-on  
2. User authentication must meet the user name / password, PKI / CA digital 
certificate authentication with different intensities  
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模则有望超过 7000 亿元。易观国际发布数据显示，2010 年中国互联网在线支付
市场的交易规模达到 3062.5 亿元，2010 年互联网在线支付市场全年的交易额达
到 10858 亿元，环比增长 96%，预计到 2013 年中国互联网在线支付市场的交易
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